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Notice About Security Incident at Doctor Alliance  
Posted February 24, 2026 

This Notice is about an incident with a third-party vendor that may have involved personal information. 
Doctor Alliance hosts software that manages documents and performs certain billing functions for 
healthcare providers, including for AccentCare. Doctor Alliance received some of your personal information 
as part of the support provided to AccentCare.  

On November 16, 2025, Doctor Alliance discovered an unauthorized third party had accessed their web 
application. Outside specialists were promptly engaged to help re-secure their systems and investigate the 
nature and scope of the intrusion. The investigation subsequently determined that an unauthorized third-
party gained access to their web application from October 31, 2025, to November 16, 2025. The investigation 
did determine that certain files may have been accessed and/or exfiltrated by the unauthorized third party. 
Doctor Alliance has since completed a comprehensive review of the files that may have been affected to 
determine what information was involved. 

On December 26, 2025, the review determined that the information impacted varied by individual and may 
have included: name, Medical Record Number, Medicare Number, Diagnosis/Treatment Information, 
Provider Details, Medical Information, or Health Information. In some instances, Social Security numbers 
were impacted. 

This incident did not occur within AccentCare’s information technology systems, and individual access to 
care with AccentCare remains unaffected. Doctor Alliance has confirmed that it has secured its systems, 
and AccentCare is evaluating Doctor Alliance’s response and its continued role as a service provider. 
Affected individuals are also being notified directly by first class U.S. mail. 

Individuals potentially affected are encouraged to remain vigilant, carefully monitor financial account 
statements and credit reports, and report any discrepancies to law enforcement. Additional guidance can 
be found at: www.consumer.ftc.gov/features/feature-0014-identity-theft 

For questions on this notice please contact the dedicated toll-free assistance line at 844.443.1612, Monday 
through Friday during 8:00 a.m. to 5:30 p.m. Central Time, excluding U.S. holidays. 

Steps You Can Take 

• Freeze Your Credit File. You have a right to place a ‘security freeze’ on your credit report, which will 
prohibit a consumer reporting agency from releasing information in your credit report without your 
express authorization. A security freeze is designed to prevent credit, loans, and services from being 
approved in your name without your consent. However, using a freeze to take control over who gets 
access to the personal/financial information in your credit report may delay, interfere with, or prohibit 
the timely approval of any subsequent request or application made regarding a new loan, credit, 
mortgage, or any other account involving extension of credit. Security freeze generally does not apply to 
existing account relationships and when a copy of your report is requested by existing creditor or its 
agents or affiliates for certain types of account review, collection, fraud control or similar activities. There 
is no charge to place or lift a freeze. To place a security freeze on your credit report, contact each of the 
following credit bureaus and clearly explain in the call/letter that you are requesting a security freeze: 

o Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1 800.685.1111 
o Experian, PO Box 2002, Allen, TX 75013, www.experian.com, 1 888.397.3742 
o TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com, 1 800.916.8800 

http://www.consumer.ftc.gov/features/feature-0014-identity-theft
tel:8444431612
http://www.equifax.com/
tel:18006851111
http://www.experian.com/
tel:18883973742
http://www.transunion.com/
tel:18009168800
http://www.consumer.ftc.gov/features/feature-0014-identity-theft
http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/


4925-6101-2360 v.2 

To request a security freeze, provide your full name (middle initial, Jr., Sr., II, III, etc.), Social Security 
Number, date of birth; home addresses over the past 5 years; proof of current address such as a current 
utility bill or telephone bill; photocopy of government issued identification card (driver’s license or ID 
card, military ID, etc.); and if you are a victim of identity theft, include a copy of either the police report, 
investigative report, or complaint to a law enforcement agency concerning identity theft. If you request 
a security freeze via toll-free telephone or other secure electronic means, credit reporting agencies have 
1 business day after receiving the request to place the freeze. In the case of a request made by mail, the 
agencies have 3 business days after receiving your request to place a security freeze on your credit 
report. Credit agencies must also send written confirmation within 5 business days and provide a 
unique personal identification number (PIN) or password, or both that can be used to authorize the 
removal or lifting of the security freeze. To lift the freeze to allow a specific entity or individual access to 
your credit report, you must call or send a written request to the credit reporting agencies by mail and 
include proper identification (name, address, and social security number) and PIN or password provided 
when you placed the security freeze as well as the identities of those entities or individuals you would like 
to receive your credit report or the specific period of time you want the credit report available. The credit 
reporting agencies have 3 business days after receiving a request to lift freeze for those identified 
entities or for the specified period of time. To remove the freeze, you must send a written request to the 3 
credit bureaus by mail and include proper identification (name, address, and social security number) 
and PIN number or password provided when you placed the freeze. The credit bureaus have 3 business 
days after receiving the request to remove the freeze. 

• Place Fraud Alerts on Your Credit File. As an alternative to a security freeze, you have the right to place 
an initial or extended fraud alert on your credit file at no cost. An initial fraud alert is a 1-year alert that is 
placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s credit file, a 
business is required to take steps to verify the consumer’s identity before extending new credit. If you are 
a victim of identity theft, you are entitled to an extended fraud alert, which is an alert lasting 7 years. 
Contact the 3 credit reporting agencies listed above to activate an alert. 

• Remain Vigilant: Review Your Account Statements and Report Fraud. Change Passwords and Security 
Verification Questions and Answers. Carefully review your credit reports, debit/credit card, insurance 
policy, bank account and other account statements. Activate alerts on your bank accounts to notify you 
of suspicious activity, changing passwords/security verifications as needed – particularly if same 
password is used over multiple online accounts. If your medical information was involved, it is also 
advisable to review the billing statements you receive from your healthcare providers. Report suspicious 
or fraudulent charges to your insurance statements, provider billing statements, credit report, credit 
card or bank accounts to your insurance company, bank/credit card vendor, healthcare provider and 
law enforcement, including FTC and/or your State Attorney General.  

• Order Your Free Annual Credit Reports. Visit www.annualcreditreport.com or call  
1 877.322.8228 to obtain one free copy of your credit report annually. Periodically review a copy of your 
credit report for discrepancies and identify accounts you did not open or inquiries you did not authorize. 
(For Colorado, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico, and Vermont residents: You 
may obtain additional copies of your credit report, free of charge. You must contact each of the three 
credit reporting agencies directly to obtain such additional reports.)  

o Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1 800.685.1111 
o Experian, PO Box 2002, Allen, TX 75013, www.experian.com, 1 888.397.3742 
o TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com, 1 800.916.8800 

http://www.annualcreditreport.com/
tel:18773228228
http://www.equifax.com/
tel:18006851111
http://www.experian.com/
tel:18883973742
http://www.transunion.com/
tel:18009168800
http://www.annualcreditreport.com/
http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/
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• Fair Credit Reporting Act (FCRA): Summary of Your Rights Under the Fair Credit Reporting Act: The 
federal Fair Credit Reporting Act (FCRA) promotes the accuracy, fairness, and privacy of information in 
the files of consumer reporting agencies. There are many types of consumer reporting agencies, 
including credit bureaus and specialty agencies (such as agencies that sell information about check 
writing histories, medical records, and rental history records). Your major rights under the FCRA are 
summarized below. For more information, including information about additional rights, go to 
www.consumerfinance.gov/learnmore/ or write to: Consumer Financial Protection Bureau, 1700 G Street 
N.W., Washington, DC 20552. 1) You must be told if information in your file has been used against you. 2) 
You have the right to know what is in your file. 3) You have the right to ask for a credit score. 4) You have 
the right to dispute incomplete or inaccurate information. 5) Consumer reporting agencies must correct 
or delete inaccurate, incomplete, or unverifiable information. 6) Consumer reporting agencies may not 
report outdated negative information. 7) Access to your file is limited. 8) You must give your consent for 
reports to be provided to employers. 9) You may limit “prescreened” offers of credit and insurance you 
get based on information in your credit report. 10) You have a right to place a “security freeze” on your 
credit report, which will prohibit a consumer reporting agency from releasing information in your credit 
report without your express authorization. 11) You may seek damages from violators. 12) Identity theft 
victims and active-duty military personnel have additional rights.  

• Obtain Information About Preventing Identity Theft, Fraud Alerts, Security Freezes and FCRA from the 
Federal Trade Commission. Go to www.experian.com/fraud/center.html  
Federal Trade Commission also provides information at consumer.ftc.gov/features/identity-theft  
FTC hotline is 1 877.438.4338; TTY: 1 866.653.4261 or write to the FTC,  
600 Pennsylvania Ave., NW, Washington, D.C. 20580 

http://www.experian.com/fraud/center.html
http://consumer.ftc.gov/features/identity-theft
tel:18774384338
tel:18666534261
http://www.experian.com/fraud/center.html
http://consumer.ftc.gov/features/identity-theft

